TypingDNA Website Privacy Policy
This privacy policy has been compiled to better serve those who are concerned with how their
'Personally Identifiable Information' (PII) is being collected and used by the TypingDNA
Websites and Apps. PII is information that can be used on its own or with other information to
identify, contact, or locate a single person, or to identify an individual in context. Please read our
Website Privacy Policy carefully to get a clear understanding of how we collect, use, protect or
otherwise handle your PII in accordance with our websites and apps.
In order to comply with GDPR regulations, we explained below what data we collect, why and
how we plan to use your data.
Which are the websites and apps covered by this privacy policy?
Domains and subdomains that contain typingdna.com are our websites and the TypingDNA
Authenticator is one of our applications that is also subject to this privacy policy.
What personal information do we collect from the people that visit our website or blog?
In various forms on our website (such as demo forms, registration forms, etc.), you may be
asked to enter PII such as: First name, Last name, Password, Email, Phone number, Skype id,
Internet Protocol (IP) address, Location data, Country, Gender, Date of birth, Nationality, State
or province, Age, Company name, Company website, Typing biometrics, Device type, Device
fingerprint,

Cursor

movements,

Pointing devices movements (ex. mouse, touchpad,

touchscreen, trackpad, others).
When do we collect information?
We collect information from you when you register on our site, subscribe to a newsletter, try a
demo, respond to a survey, fill out a form or enter information on our site. Provide us with
feedback on our products or services.
How do we use your information?
We may use the information we collect from you when you register, make a purchase, sign up
for our newsletter, respond to a survey or marketing communication, surf the websites and
apps, or use certain other site features in the following ways:
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●

To personalize your experience and to allow us to deliver the type of content, products
and services in which you are most interested.

●

To follow up after correspondence (live chat, email or phone inquiries)

●

To research and improve our algorithms

How do we protect your information?
Your PII is contained behind secured networks and is only accessible by a limited number of
persons who have special access rights to such systems, and are required to keep the
information confidential. In addition, all sensitive information you supply is encrypted via Secure
Socket Layer (SSL) technology.
We implement a variety of security measures when a user enters, submits, or accesses their
information to maintain the safety of your personal information.
We do not use vulnerability scanning and/or scanning to PCI standards.
Do we use 'cookies'?
Yes. Cookies are small files that a site or its service provider transfers to your computer's hard
drive through your Web browser (if you allow) that enables the site's or service provider's
systems to recognize your browser and capture and remember certain information. They are
used to help us understand your preferences based on previous or current site activity, which
enables us to provide you with improved services.
We use cookies to:
●

Understand and save user's preferences for future visits.

●

Compile aggregate data about site traffic and site interactions in order to offer better site
experiences and tools in the future. We may also use trusted third-party services that
track this information on our behalf.

●

Keep track of advertisements.

●

Help remember and process the items in the shopping cart.

You can choose to have your computer warn you each time a cookie is being sent, or you can
choose to turn off all cookies. You do this through your browser settings. Since each browser is
a little different, look at your browser's Help Menu to learn the correct way to modify your
cookies.
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If users disable cookies in their browser:
If you turn cookies off, some features will be disabled. Some of the features that make your site
experience more efficient and may not function properly.
How to delete your data?
You can request us to delete your data by writing us an email to contact@typingdna.com from
the email you have registered.
Third-party disclosure
We do not sell, trade, or otherwise transfer to outside parties your PII.
Google’s Services
Our website uses Google Analytics (a web traffic analysis service) and Google AdWords (an
advertising platform) from Google Inc. Both services use cookies.
Google uses anonymous information to analyze your use of our site, to compile reports for us
on internet activity and to provide other services relating to website and internet use. Google
may also transfer this information to third parties where required to do so by law or where such
third parties process this data on Google’s behalf. Google states that it will in never associate
your IP address with other data held by Google.
Google offers a deactivation add-on for most current browsers that provides you with more
control over what data Google can collect on websites you access. You can also set
preferences for how Google advertises to you using the Google Ad Settings page.
Other Services
Our website uses Hotjar, Twitter, Facebook, Hubspot and other tracking features.
COPPA (Children Online Privacy Protection Act)
When it comes to the collection of personal information from children under the age of 13 years
old, the Children's Online Privacy Protection Act (COPPA) puts parents in control. The Federal
Trade Commission, United States' consumer protection agency, enforces the COPPA Rule,
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which spells out what operators of websites and online services must do to protect children's
privacy and safety online.
We do not specifically market to children under the age of 13 years old.
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